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System control - boot and after

passing kernel boot parameters
sysconfig: boot process control
/proc and sysctrl: tuning kernel config
others

— controlling default interface

— running custom code at boot

— setting variables at boot that persist
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Kernel boot parameters

passed to kernel, like command line args
influence kernel’ s behavior

supplied by

— bootloader, from its config file

— user, at loader’ s boot prompt
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Boot parameter examples

processed by kernel
init=/bin/bash run bash asinitial process
root=/dev/hda2 mount hda2 at top of tree
roor rw mount filesystem read-only/read-write
many more
used to set variables
foo=bar create variable foo with value bar
passed to the init process (kernel doesn’t process)
S ngl e boot into runlevel 1 (single user mode)
5 boot into runlevel 5
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Via GRUB (bootloader) config file

WW-E =%
Session Edit View Bookmarks Settings Help

[root@hostz proc]& cat /boot/grub/grub.conf EI
# grub.conf generate
#

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You do not have a /boot partition. This means that

all kernel and initrd paths are relative to /, eg.

root (hdD,1)

kernel /boot/vmlinuz-version ro root=/dev/hda2

initrd /boot/initrd-version.img

#boot=/dev/hda

EE T

s says GRUB will pass

timeout=20 these to kernel for you

;El!ashjmage:(hdﬂ,l)fbontfgrub/splash.xpm.gz J upon boot
iddenmenu

title Fedora Core (2.6.11-1.1369_FC4)

set (hd0,1)
/’bcot,fvmlinuz—2.G.ll—l.lBGg_FC4 o root=LABEL=/ rhgb quie
Tl d /boot/initrd-2.6.11-1.1369_FC4.img

title Windows2003 Server
root (hd0,0)
chainloader +1

i OstzZ procl# ‘o
< [root@hostz procl# cat /proc/cmdline <& SayStha[ sindeed :
llro root=LABEL=/ rhgb quiet what happened =

Ao || 9] Shell
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Boot Process control:
[etc/sysconfig
boot process runs scripts (eg, rc.sysinit)
scripts pick up parameter values fromfiles...

...to incorporate into their commands

such files centralized in /etc/sysconfig
edit them to feed desired values to scripts
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Boot process runs scripts

Starring roles
kernel
Supporting roles
init rc.sysinit
Cast of Thousands

Ic " -
— rc.local

mingetty login

— | profile

shell bash_profile
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Scripts pick up values from files...

Initialization scripts. /etc/re.d/init.d/network
/etc/sysconfig/network-scripts/ifup V\

informed by
/etc/sysconfig/network

/etc/sysconfig/network-scripts/ifcfg-ethX

Initialization script: /etc/profile.d/lang.sh

informed by \

/etc/sysconfig/i18n
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...to incorporate in their commands

Initialization script: /etc/rc.d/init.d/network, cais

/etc/sysconfig/ifup, cals
/etc/sysconfig/ifup-eth, contains

ip route replace default via $...

etc/sysconfig/network
NETWORKI NG=yes
FORWARD | PV4=ng
GATEWAYC192. 168. 3. 2
becomes gateway
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/etc/sysconfig files

keyboard — keyboard type

mouse — mouse type

118n — localization (nationalization) info
network — global network options
networkscripts/ifcfg-ethO — NIC specific info
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Exercising bootup control with sysconfig

edit the /etc/sysconfig/* files yourself
use admin tools that do the same thing, eg.

— Jusr/shin/system-config-network (Fedora)
—webmin
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Fedora’s system-config-network

7 Network Configuration

-[=
Eile Profile Help 2 Ethernet Device E3
%’ E] . & General |ﬁ0|ne ‘ﬂaldwale Device
© New Edit Copy Delete ~ Activate Deact Nickname: |m

Devices | Hardware | IPsec | DNS | Hosts |

&'fgj You may configure network devices associat
T 3 Physical hardware here. Multiple logical devi y .
i e & S i o e [] Enable IPvE «configuration for this interface

Profile| Status Device |[Nickname Type|

(O Automatically obtain |P address settings with:
A Active BT ethQ eth0 Ethe DHCP Settings

Activate device when computer starts

[ Allow all users to enable and disable the device

Hostname (optional): |

Automatically obtain DNS information from provider

@ Statically set IP addresses
Manual IP Address Settings
Address

102.168.3.13 |

Subnet mask: 255.255.255.0
Edit device...

Default gateway address(192.168.3.2) /€tc/sysconfig/network,
e becomes gateway

‘ & oK ||“Qance\|




Fundamental kernel data structures

used by kernel to run the show

dynamically maintained in memory, eg:

— the task array and process descriptors

— the mem_map array and page frame descriptors
— file objects

deep, not normally visible
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/proc - window into kernel

A pseudo directory
dynamic, in RAM
exposes content of kernel data structures as if
content of files
accessible through filesystem interface, eg:
/—Is/proc/[O-Q]_*
=, Cat /proc/cpuinfo

7
— echo 1 > /proc/sys/net/ipv4/ip_forward
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What's available?

ol rOOT@EMACHL:

Session Edit View Bookmarks Settings Help

1584.32 1405.27

[root@EMACHL proc]#|1ls 1945

various directories (gl ott)alk& per-process)
as!

attr cwd £ oom_score stat
auxv environ loginuid mount Toot statm  wchan
cmdline exe i gccomp status

process 1945 is the ssh daemon

[root@EMACHL proc]# 1ls /proc

1 1787 2091 2669 2778 5 cpuinfo kallsyms pci

11 1798 2107 2670 2780 6 crypto kcore self

1484 1829 2121 2682 2783 73 devices key-users  slabinfo
1488 26 2122 2701 2784 74 diskstats keys stat
151*‘!:’ 123 2703 2783 75 dma kmsg swaps

1528 954 2745 2787 76 driver loadavg sys

1542 1962 2748 2790 8 execdomains locks sysrg-trigger
1546 19892 212 2798 B0OO b mdstat sysvipc

1571 2 2281 2799 891 filesystems meminfo tt

1584 2002 2546 2738 2893 apm misc ?@
1588 2011 2547 2766 asound nodules versTon

1607 2047 2549 2770 bluetooth , Interrupts mounts v at

1633 2062 2574 2771 uddyinfo /{Momem mtrr

167 2070 2577 2773 39 ioports net

1739 2082 2657 2775 4 irg partitions d )
[root@EMACH] procl# cat uptime various files

~= || =] Shell
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/proc/ per-process subdirectories

one for each running process
reflect information from process descriptors
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Process table holds descriptors

processes
(4 processes)
process's code —>
process sdata ———> T
user |
= | il

- NG}
o O kernel spaoe(OSE
various per-process

structureshbuffers - ‘ —  process descriptor
| - table/array

(4 descriptors)

5 fram Understanding UnixLinux Programming by Bruce Molay
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Process descriptor tracks a process

process descriptor table

adescriptor, for asingle process; contains or pointsto that process's attributes

| identifiers |, State ) resources

| | l

* my process id number

« user account associated with me * my state
« id number of my parent process « readiness to run -
« id numbers of my children « run priority «filesl ho:d open
« CPU's state » memory locations | occupy
flags
« register values
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Process descriptor in linux

Understanding the
Linux Kernel,

Bovet & Cesati

/proc global subdirectories

bus/ - available buses
driver/ - specific drivers

fs/ - exported filesystems (“shared folders’)

ide/ - ide devices, like disks

irg/ -irq
net/ - network parameters

syd - parameters for you to set/query <

("The /proc/sys/ directory is different from
othersin /proc/ becauseit not only
provides information about the system
but also allows the system administrator
to immediately enable and disable kernel
features.

RedHat Enterprise Linux Reference

sysvipc/ - interprocess communication
tty/ - terminals

\Gui de
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/proc/sys subdirectories

dev/ - device specific information

fd/ - filesystem parameters

kernel/ - global kernel parameters

net/ - networking parameters

v/ - virtual memory, buffer, cache management
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Methods of access to /proc info

filesystem interface (normal file commands)
sysctl command
utilitesthat reflect/employ /proc, eg.

procinfo netstat arp
free ifconfig Ispci
ps route uptime
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Utilities report on /proc, e.g. ps

number of /proc’s
<€— process subdirectories, and...

<&— ...number of
processes reported by ps
are the same (not by accident)
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Example: controlling forwarding

M achine-to-machine forwarding governed by
“file”
/proc/sys/net/ipv4/ip_forward

whose content acts as a switch

—If 1, forwarding ison
— If O, forwarding is off
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Doing it with file operations

To query current state (read):
cat /proc/sys/net/ipv4/ip_forward

To set forwarding on (write):
echo 1 > /proc/sys/net/ipv4/ip_forward
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Doing it with sysctl
command manually

To query current state (read):
sysctl net.ipv4.ip_forward

To set forwarding on (write):
sysctl —-w net.ipv4.ip_forward=1
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Having it done with
automated sysctl command

edit /etc/sysctl.conf

insert “variable=value” pairs
loaded manually by sysctl -p

or upon boot (via “sysctl -p” inrc.sysinit)

to have forwarding turned off insert line;
net.ipv4.ip_forward=0
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Avallable paramters and their values

sysctl -a tolist al
sysctl kernel/hotplug e.g., to list aparticular one

© David Morgan 2005
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Interface control

boot default, GUI vs character

idQinitdefault:
edit /etc/inittab 5 for GUI, 3 for character

default desktop environment, for GUI

switchdesk <choice>

S— run switchdesk with

“kde” for kde, “gnome” for gnome
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/etc/rc.d/rc.local

reserved for your custom, system-wide boot code
comparable to old DOS autoexec.bat
called during boot as final init script

© David Morgan 2005
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tip: setting variables upon boot

don't use/etc/rc.d/rc.local

— rc.local runs as a subprocess (to rc)

— varsit setsareits own, transient

— long gone by the time user getsto log in to his shell
use /etc/profile

— profile run by the shell in the shell

— varsit sets become the shell’s, persistent

— export them (to carry into programs shell runs)
“export LANG=french” to make your programs french

— failsif placed inrc.local

— succeeds if placed in profile
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New process creation - fork()

process | D #1001

current dir code

arguments Z%Mem)ﬁ&s process | D #1002
: _rep“Cation
) current dir
environment code
2l .
(variables) Tjﬁa\ arguments Tork()
signd table spme varsdon’t > el
transfer. “export” same dir! environment
] ] makes them do so sameargs! || (variables)
file descriptors samevars data
(not!) || signal table
same sigs!
samefiles!

file descriptors

same codel!! Davrovrorgan 2005




doc: kernel parameters

The Linux BootPrompt HOWTO (www.tldp.com)

in /usr/src/linux/Documentation/ or
/usr/share/doc/kernel-doc-"uname -r'/Documentation/

— kernel-parameters.txt
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doc: sysconfig

/usr/share/doc/initscripts-xxx/sysconfig.txt

© David Morgan 2005
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doc: /proc & sytsctl

man sysctl, man 5 sysctl.conf

in /usr/src/linux/Documentation/sysctl/ or
/usr/share/doc/kernel-doc- uname -r'/Documentation/sysctl/
— fs.itxt

— kernel.txt

— vm.txt
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