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Functional purposes of cryptograhy

Confidentiality
— ensuring illegibility to outsiders

Authentication

— ensuring ostensible and actual sender are one
and the same

Data integrity
— ensuring non-alteration in transit
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GPG — GNU Privacy Guard

An implementation of OpenPGP

“Open-PGP software uses a combination of strong public-key
and symmetric cryptography to provide security services for
electronic communications and data storage. These services
include confidentiality, key management, authentication, and
digital signatures.”

Abstract, OpenPGP RFC2440
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Cryptographic processing

Encryption Decryption
(data sender) (data receiver)
plaintext cryptogram
cipher reverse cipher
cryptogram plaintext
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Cryptographic strength

Difficulty of recovering plaintext from ciphertext
withoutthe key

Does not depend on the cipher (algorithm)
— standard algorithms are published

So everything depends on the key
— key loss/compromise/interception=Achilles heel
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Key distribution management

Good: protect it
Better: don’t distribute it

© David Morgan 2006




Best key distribution philosophy

DON'T

“What good would it do after all to develop
impenetrable cryptosystems, if their users
were forced to share their keys with a Key
Distribution Center that could be
compromised by either burglary or
subpoena?” Whitfield Diffie
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2 broad categories

Secret-key cryptography

VEersus

Public-key cryptogra@
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Known synonymously as:

One technology Versus the other
— single-key — dual-key

— private-key — public-key

— Symmetric — asymmetric

— secret-key

— shared-key

— conventional
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Decrypt-key distribution demands

Secret-key
— distribute but prot

— low risk

Public-key

— none, you don’t need to distrib
— no risk
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Keys: secret-key crypto

Encryption
(data sender)

plaintext

e

cip

her

Decryption
(data receiver)

cryptogram

reverse ciphe

cryptogram

plaintext

r<ie (same key)
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Keys: public-key crypto

Encryption

plaintext

e

cip

her

Decryption

cryptogram

reverse ciphe

cryptogram

plaintext

= (different
rgw key)
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Wait a minute...

Who sends the key?
What key does he send?
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Secret-key crypto

Key sender
\ Encryption Decryption
(data sender) (data receiver)
plaintext cryptogram
=8 | cipher reverse cipher =& (same key)
cryptogram plaintext \

Key sent
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Public-key crypto

Encryption Decryption — Key sender
(data sender) (data receiver)
plaintext cryptogram
. . = (data receiver’s
=¥ | cipher reverse cipher&= orivats key)
/ cryptogram plaintext
Key sent

(data receiver’s public key)
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Functional achievement checklist

Secret-key Public-key
Confidentiality v Confidentiality
Authentication v Authentication
Data integrity v Data integrity
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But what if we use
the other guy’s keys?

Key sender
Encryption Decryption
(data sender) (data receiver)
plaintext cryptogram
(data =8 | cipher reverse cipher&=
sender’s
private key)
cryptogram plaintext

Key sent QQJ
(data sender's public key) oo

Public key achievement checklist

Using data Using data

receiver’s keys sender’s keys
Confidentiality v Confidentiality
Authentication Authentication ¢
Data integrity Data integrity v
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Functional achievement checklist

Secret-key Public-key
Confidentiality v Confidentiality
Authentication v Authentication
Data integrity v Data integrity v

(if you encrypt and decrypt twige
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Encrypting the whole message
twice is too expensive!!

Make a little tokehfrom a big message with
a hash functioh

Encrypt the token instead of the message

lalso called a hash or a digest
2also called a digest function, like MD5 or SHA1
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Confidential and authentic”

Encryption

(data sender

lsender’s private

plainte>;t =

‘Ef—/

receiver's public Cipher
=3

cryptogram

H - hash

S -signature

Decryption
(data receiver)

*gpg encrypt and sign

cryptogram

|

reverse Clpher receiver's private
=3

|

/—/%

plaintext

OK if same

l sender s public
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authentic but not confidential®

Encryption
(data sender)

o

lsender’s private

plainte>;t =

H - hash

S -signature

Decryption . _ |
(data receiver) gpg sign only,

plaintext

OK if same

also useful

senders publlc
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gpg default directories and files
[/]

| homel
/I\
| |

gpg.confl | pubring || spg.confl | pubring “ secringl

| gpg.confl | pubringl | secringl
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gpg key management options

--gen-key

— create keypair and store on disk

--export

— take public key from disk and output to file
--import

— take public key from file and output to disk
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gpg encryption options

--encrypt <file> --recipient <user>
— encrypt file with user’s pubkey from disk
--decrypt <file>

— decrypt file using private key from disk that
matches public key with which file was
encrypted
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gpg signing options

--sign <file>
— create digest of file, encrypt it with private key
--verify

— decrypt sender’s digest, generate your own,
check they’re the same
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Example: believing in fedora

¥ Index of ftp://fip.ci 5 i Mozilla Firefox - %X
File Edit View Go Bookmarks Tools Help

@0 @ O @ [ fedipcicaesedoralinuxicore/s 38/ isal [+] ®co [IGL

Index of ftp://ftp.cica.es/fedora/linux/core/5/i386//iso/ i
2) signature on

< —
Up to higher level directory digests’ file makes
Y Fe-5-i380-DD. is0 3177412 KB 03/15/06 05:49:00 it believable
FC-5-i386-discl.iso 671128 KB 03/15/06 05:47:00
FC-5-1386-disc2.iso 684198 KB 03/15/06 05:48:00
FC-5-i386-disc3.iso 704118 KB 03/15/06 05:50:00 [ [TRFIPN=7H0T0
FC-5-i386-discd.iso 704014 KB 03/15/06 05:51:00 | File Edit View Go Bookmarks Tools Help
FC-5-i386-discs.iso 378666 KB 03/15/06 05:52:00 G- 2 @ ﬁ [u ﬁp,,ﬁulmesm ®Go G, ’ |
FC-5-i386-rescuecd.iso 77268 KB 03/15/06 05:31:00 | oo pen coovnpecn o
SHALSUM \ 1 KB 03/15/06 06:38:00 Hash: SHAL
deb: i3 alfe521 7 FC-5-i d.iso
[1£c64bBbE0Eel 6509af5c0a0  FC-5-1386-discl.iso
H - aB5edlca5b63e2803f 29a33eababbcBeb7f63122 FC-5-1386-disc2.iso
1) this file's digests, 19d87adc5E011Fa852£20e0a30bb90ead0912354  EC-5-i380-disc3.iso
) ed9ass2cf77250c3ae111c621d350af Sc0b0a2ob  FC-5-1386-DVD.iso
for the other f||es, beale9 s9dbb238773a87 2 70F8EI6I05CFT770a  FC-5-1386-discd .is0
. 3966b3041620f62b5e8cBade31b3348779¢cd52e9  FC-5-1386-discs.iso
make them believable |- BECT POF SICIATIR =

Version: GmuPG v1.2.1 (GNU/Linux)

iDSDBQFEFGhOL ETpOEBqbO TRATVYATIdS MKW T2VUN1 ESxdt gL.sAU/vgEgCeOpFp
W1 XKRIVR /5 T1 FKBH+10gAY=
=0enh

- @ 2 GNU Privacy Ha | @ Index of fip:/ftp.cica.esffedo
o (] 2| 1O Py Handbo @ inder of . ccaesrde ez
&= - PEEEEEEETE -
ER N T — e

Get fedora project’s public key

W Mozilla Fircfox 2> -5 %
File Edit View Go Bookmarks Tools Help

@ - - @ [ nup/keysenver.veridis.com:11371/search7q=fedoratp= 16k=-5457683455017324500 [+] ®@co [,

Encrypt and digitally sign your files and emails.
Compatible with all other OpenPGP software such
as PGP Command-Line,MacAfee and more...

7 i [£ 11 cpenPap product
KeyServer E; i ol e
|@veridis.com TERe Search

Results 1 - 10 of about 10 for fedora. (0.0070 seconds)

Key(s) Key ID sSize Greation  Expiration
»=0 John Gruber <gruber@fedora.net> 0x4DB2AB0F 2048/1024  11/18/1999  Never
»=3 John Gruber <gruber@fedora.net> 0xDC247422 2048/1024  4/10/2000 Never
»=a U uk: 0x9BC7EBS7 2048/1024  11/18/2003  Never

Fedora Project <fedora@rechat.com> DxaF2A6FD2 1024/1024  10/27/2003  Never

o>
e
Red Hat, Inc <security@rechat.eoms You have chosen to open

@ Unknown Sigrer, Key ID is 0x8DFs6Do5

€ Pascal S. de Kloe <pascal@quies.net> T ;
»=@ Fedora Project (Test Software) <rawhide@redhat.coms| pain fext documen
» = Fedora Project automated build signing key (2003) <raw|

b " - 10/28/2003  Never L
pi/keyserver.veridis.com 10/27/2003  Never

»=@ jorge Castelao (Lista Fedora en espa??ol) <fedora-es@ - What should Firefox do with this file? 119/2004  Never
»=a Stefan Hoelldampf <stefan@hoelldampf. net> lar26i2005  Never
»=8 Martin Menhart (Key uta gpg fedora 4.8.2008) <menhart © Open with [ Text Editor (defauit 8/4/2005  Never

»=A Affred Fraile Agusti <alired.fedora@gmail.com> <G 632006 Never

[ Do this autematically for files like this from now on.

send

X Cancel | |[¢F Ok =
= 2 @ The CNU Privacy Handboo: |@ Mozilla Firefox <2> I 4 ¥ =
‘ % @7 ] o0t @CHANG:~ - Shell - K B

3 A‘ 4 B

@ Mozilla Firefox | ‘ 2006-05-06




Add fed

ora’s key to your keyring

~ =

>

Use it;

Session  Edit

file really from fedora?

View Bookmarks Settings Help

gpg:
Primary key
[root@CHANG

FC5files]# gpg --verify SHA1SUM

[root@CHANG
lgpg: Signature made Tue Mar 14 21:38:22 2006 PST using DSA key ID 4F2A6FD2
lgpg: Good signature from "Fedora Project <fedora@redhat.com>"

ot certified with a trusted signature!

There is n
fingerprint/ CAB4 4B99 6F27 744E 8612 7CDF B442 69D0 4F2A 6FD2

FC5files]#

lgpg: WAMNING: This key is
indication that the signature belongs to the owner.

...if the key is really fedora’s,
... the file is really from them

we believe so
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Do downloads check out?

ostensible
per fedora and we believe it!

OK, except

what's up with disc2 ??

actual

——

gpa — GUI frontend to gpg

© David Morgan 2006
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Info

official page

— http://www.gnupg.org
GPG Mini HowTo

— good, quick bare essentials

— http://www.dewinter.com/gnupg_howto/
english/GPGMiniHowto.html

GNU Privacy Handbook
— more thorough and explanatory
— http://lwww.gnupg.org/gph/en/manual.html

RFC2440(0OpenPGP message format)
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