Services:
ntp — network time protocol
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Staying on the beat

“The ntpd program is [a daemon] which sets and maintains
the system time of day in syncronism with Internet standard
time servers. ...[It] operates by exchanging messages with
one or more configured servers at designated poll intervals.”

ntpd man page
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But first...
... a word about the clock(s)

“There are two main clocks in a Linux system:

“The Hardware Clock...runs independently of anytomrprogram
running in the CPU and even when the machinpowered off.

“The System [Clock] is...inside the Linux kernebdarhas meaning only
while Linux is running on the machine. The Systeimd is...the number
of seconds since 1969 [and] is the time that n&tiEne Hardware
Clock's basic purpose in a Linux system is to k@@p when Linux is not
running. You initialize the System Time to the tifnem the Hardware
Clock when Linux starts up, then never use the Ward Clock again.

hwclock man page
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Workstation has 2 clocks

a “hard” one
’4(17,\ )
TN — bios clock
Ly
hardware — motherboard clock
clock — cmos clock
— realtime clock
— hardware clock
AT
63 a “soft” one
oystem — OS clock

clock

— software clock
— system clock
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Clocks’ interrelationship

machine off

— none, system clock nonexistent

upon transition (off on,on off)

— one-time setting of one clock from the other
machine on

— clocks operate independently

— some fixed differential
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2 commands: date & hwclock

date

— sets or shows the system clock exclusively
hwclock

— sets or shows the hardware clock exclusively
— but can also cross-set either from the other
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Ways to set hardware clock

manual commands

— hwclock --set --date=" <date> é&.g. “9/22/96 16:45:05”
— hweclock --systohc

BIOS interface
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Ways to set system clock

manual commands

— date

— hweclock --hctosys

syncing to another time source
— a network time server

— connected hardware (radio, GPS)
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System clock

stored as seconds since midnight UTC, 1/1/]
displayed with possible timezone adjustment

& Tera Term Web 3.1 - 192.168.3.12 ¥T 100 =}
File Edit Setup Web Control Window Help
[root@CHANG ~]# rm setoslocaltine ;!

[root@CHANG ~14
e ~]1# date +¥4=

6
’ displayed time: interpreted per timezone

ARG Sdb—dat e
) UTC 2006
[root@CHYHG T cp &Share/zoneinfD/America/I.DS_Angeles setoslocaltine
(250D o

stored time: continuous and invariant, unaffectgdtmnging the timezone
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System clock

stored as seconds since midnight UTC, 1/1/]
displayed with possible timezone adjustment

& Tera Term Web 3.1 - 192.168.3.12 ¥T i P ] 3
File Edit Setup Web Control Window Help
root@CHANG ~]# cp —f ~usr-share zoneinfosAmnerica~Los_Angeles “etcslocaltime ;!

root@CHANG ~]1#
oot @CHANG == t myfile —format="%= stored—e o &g =ince 1969"
2006—-05-23CL5:40: 10000000000 —0700 =tored as.ec =ince 1969
[root@CHANG

[root@CHAHNG ~]# 1=
—rw-r——r—— 1 root x
root@CHANG ~]#
root@CHANG ~]1#
Toot@CHANG ~1# cp —f “INr-share-szoneinfosdmnerica-New Yor) setcslocaltime
root@CHANG ~]#

nyfile . . .
t 0 Hay 23 15:40 myfile timezone invariant

Toot@CHANG = ——format="%x storegd.— g *g =ince 1969
2006-05-23C18:40:10 0 —0400 stored as{ 1148424010 2ec since 1969
[ root@CHANG

[root@CHANG ~]# ls -1 nyfile UMEZONe sensitive

—rw-—r——1r—— 1 root root 0 Hay 23 18:40 myfile
[roct@CHANG ~14 W
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Cross-setting clocks w/ hwclock

hwclock --hctosys

A LI\

/\ 7
C\J o

My €

hwclock --systohc
hardware
clock

system
clock
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Automated setting junctures

bootup (n fetc/rc.dirc.sysinif)

S hwclock --hctosys

/\ 7
C\J

NN/
~—

shutdownin /etc/rc.d/init.d/halt)

Ay hwclock --systohc

v

el D <
T\ €

NN/
~—
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Any adjustments needed?

in society

local time = UTC time + a timezone adjusmtment
in unix

system clock represents local time

hardware clock represereggherUTC or local time

so,either.

system clock = hardware clock + a timezone anjast
or:

system clock = hardware clock
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Time adjustment

hwclock --hctosys

N /\ > A TN
/\ e /& /\\
- ., or —

\/\ \, l\/ \_/'

N < oy

hwclock --systohc

hardware system

clock clock

adjusts upon transferif hardware clock represents UTC

adjustment purpose is timezone compensation
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So hwclock needs to know...

which time hardware clock represents

“It is your choice whether to keep your clock in ©r
local time, but nothing in the clock tells whi
you've chosen.”

hwclock man page

which timezone to use if hardware clock is UTQ
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How does hwclock know which time
hardware clock represents?

you tell it via command line option
--localtime
--utc  or

what it represented last time

— as stored in /etc/adjtime eise

local time
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hwclock’s “--localtime” vs “--utc”

informs hwclock how to interpret the time
value it finds in the hardware clock

assume that's 1 o’clock pm (13h)

hweclock --show —localtime

means “Output the local time, find out what itrierh the hardware
clock whose time assume to be the local time.” \diiput 1 o’clock pm.

hwclock --show —utc

means “Output the local time, find out what itrigrh the hardware
clock whose time assume to be UTC time.”
In Los Angeles will output 6am or 5am, 7 or 8 hooesind London
depending on time of year (L.A. rules, from /etcéttime)
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“--Utc” different meanings to date & hwclock

date --uté hwclock --ut@

base clock is: the system clock the hardware clock

base clock keepsthe local time lways)| the utc time

to be displayed: |utc time local time(always)

ltells date which time to display, namely the utogim

%tells hwclock which way to interpret the base clock

(time to display is implicit, given, always local)
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“--utc” different meanings to date & hwclock

E Tera Term Web 3.1 - 192,168.3.12 ¥T
File Edit Setup MWeb Conkrol Window Help

[root@ZHANG ~]¥ date

Tue Mavy 30 12:00:36 FDT 2006 ; ;
[root @CHANG ~1# noon is local time to both commands
[root@CHANG ~]1# hwclock ——show ——localtime

Tue May 30 12:00:39 2006 -0.150896 second=
[root@CHAHG ~]#

[root@CHAHG ~]#

[root@CHANG )4 date ——utc

Tus May 30 } 00 :43 UTC 2006 utc, at 7 hrs ahead of local

[ root@CHAHG ™ ] #

[root@CHANG 14 hwclock ——show ——utc

Tus Havy 30‘00:48 2008 -0.518464 =econds

[root@CHANG 14 I local, at 7 hrs behind utc
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How do date & hwclock know which
timezone to use?

according to /etc/localtime file
society’s rules

— many zones

— a UTC-offset ruleset for each

/usr/share/zoneinfo/ holds a file containing eag
ruleset

/etc/localtime is set to one of them, by
— being a copy of itor
— being a link to it

© David Morgan 2007
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Timezone definition files

2 Tera Term Web 3.1 - 192.168.3.12 ¥T

File Edit Setup ‘Web Contral

Window  Help

=l ]

[root@CHANG ~]#
Adal
lAnchorage
Anguilla
Antigua
Araguaina
lArgent ina
lhruba
hsuncion
htlea

Bahiz
EBarbados
Belen
B=lize
Boa_Vista
Bogota

Eolse
Euenos_ Aires
Canbridge Bay
Canpo Grande
Cancun
Caracas
Catanarca
Cayenne
(Cayman
Chicago

ls ~usrrshareszoneinfoshnericas

Chihushua
Cordoba
Costa Rica
Cuiaba
Curacao
Danmarkshavn
Dawson
Day=on_Creesk
Denver
Detroit
Dominica
Ednonton
Eirunepe
El_Salvador
Ensenada
Fort_UVayne
Fortaleza
Glace Bay
Godthab
Goose_Bay
Grand_Turk
Grenada
Guadeloupe
Guatemala
Guayagquil

[root@CHANG ~1# W

Guyana
Halifax
Havana
Hernosillo
Indiana
Indianapolis
Inuvik
Igaluit
Jamaica
Jujuy
Juneau
Eentucky
Enox_IN
La_Paz

Haceio
Hanagua
Hanaus
Hartinigue
Hazatlan
Hendoza
Henoninee
Herida

Hewico City
Higuslon
Honterrey
Hontevideo
Hontreal
Hontserrat
Hassau
Hew_Vorlk
Hipigon

Home

Horonha
Horth Dakota
Panana
Pangnirtung
Paramnaribo
Phoenix
Port-au-FPrince
Port_of Spain
Porto Acre
Porto Velho
Puerto Rico
Rainy_River
Rankin_Inlet
Recife
Fegina

Rio_Branco
Rosariao
Santiago
Santo_Domingo
Sao _Paulo
Scoresbysund
Shiprock
St_Johns=
St_Hitts
St_Lucia
St_Thonas
St_Vincent
Swift_Current
Tegucigalpa
Thule
Thunder Bay
Tijuana
Toronto
Tortola
Vancouver
Virgin
Whitehorse
Winnipeg

Yakutat
VTellowknife j

...please choose one
...and put it in /etc/localtime
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Setting your timezone

Tera Term Web

File Edit Setup Web Control

-192.168.

Window  Help

2V¥T

=101 x|

[root@CHANG ~
—rv—r—1r— 4

=

[Toot@CHANG ~
[root@ZHANG ~
[Toot@CHANG ~
[root@CHANG ~
—ry-r—r—— 1
[root@CHANG ~
[root@CHANG ~

[root@CHANG ~

J# ls -1 rusrs/share<zoneinfosAnerica~Los Angeles

root root 1017 Apr 30

1%

2005 susrsshareszoneinfosdnericasLo=s_Angele

1# cp “usr-share zoneinfo-dmerica-Los_dngeles setc-localtims

it

J# l= -1 retcslocaltine

root root 1017 Jul

1%
it

ik |

4 13:40 setcrlocaltine

[Toot@CHANG ~]# cmp ~usr-share-zoneinfo dmnerica-Los_dngeles s/etcslocaltime

s
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hwclock --hctosys --localtime

VANAN - ~
A A
ror A BEFORE A
\/ \, \ \//
\
N/ L2
hardware hwelock  --hctosys - system
clock z clock
A TN A TN
A A
rra AFTER !
\/ \, \ \//
\
N/ L2

scripted on boot, in /etc/rc.d/rc.sysinit
(if UTC=false in /etc/sysconfig/clock)
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hwclock --systohc --localtime

ATIN AT
rorAa BEFORE e
C o J Lo
NP AN
hardware hwclock  --systohc system
clock ~ clock
/\’-I\/\ /(T7\\
ron AFTER i
T >J VRN
N/ Ny

scripted on shutdown, in /etc/rc.d/init.d/halt

(if UTC=false in /etc/sysconfig/clock) © David Morgan 2007
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>
\/

—

VALV

Y

1)
~I-

\/

hardware
clock

hwclock

--hctosys

BEFORE

AFTER

scripted on boot, in /etc/rc.d/rc.sysinit
(if UTC=true in /etc/sysconfig/clock)

TS
GULIAS
k /\
! \
— -
- \//
TN
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hwclock

>
\/

—

VALV

Y

1)
~I-

Na

hardware

clock ~

--systohc

BEFORE

AT
A
L <!
N/

scripted on shutdown, in /etc/rc.d/init.d/halt

<(T7\\
AFTER A
\- ~/

\‘[\L,\//

(if UTC=true in /etc/sysconfig/clock)

T~
AT
IS A
! \
- =
\ \//
N %
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Two reference files

/etc/sysconfig/clock

— used by startup/shutdown scripts
— commands don’t use it
/etc/adjtime

— used by hwclock

© David Morgan 2007,

/etc/sysconfig/clock

UTC=true,yes

— inserts --utc” option in hwclock call in
boot/shutdown scripts

UTC=no,false

— inserts --localtime” option in hwclock call in
boot/shutdown scripts

© David Morgan 2007
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/etc/sysconfig/clock

ZONE="filename”

determines which zonefile from /usr/share/zoneinfo

to copy to /etc/localtime. Examples:

ZONE="US/Eastern”
ZONE="America/Los_Angeles”

© David Morgan 2007,

/etc/adjtime

E} Tera Term Web 3.1 - 192.168.3.12 ¥T
File Edit Setup ‘Web Contral ‘Window Help

[root@CHANG ~]1# hwclock ——show —localtime
Tue May 30 12:00:08 2006 —0.511651 seconds
[root@CHANG ~]# hwclock ——hctosys:date
Tus May 30 12:00:17 PDT 2006
[root@CHANG ~]# cat ~“etc/adjtime
0.016754 1149015600 0.000000

600

hwclock ——set —-date="05,30/06 12:00:00"

clock ——show ——localtine
00e —0.293067 seconds
——hcto=ys date

3

LOCAL

O\

~1#

[root@CHANG
[root@CHANG ~]
Tue May 30 19:.00:
[root@CHAHG ~]# hwclo
Tue May 30 12:00:08 FDT
[roct@CHANG ~]# cat ~etc adiNg
0.016754 1149015600 O.000000

B
[root@CHANG ~1# hwclock ——set ——date="05-30-06 12:00:00"C—localtins)

£ 115600 memorizes choice of hardware clock
LracHaNG ~1# I time interpretation as of last setting

© David Morgan 2007
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How to read the hardware clock

hwclock --show --localtime
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Setting the hardware clock

. Tera Term Web 3.1 - 192.168.3.12 ¥T 5 ] [
File Edit Setup Web Control ‘Window Help
[root@CHANG ~]# cat <etcsadjtime ;I

—86368. 028552 962737399 0.000000

Az=umning hardw
Setting Hardwar
[root@CHANG ~]#

e
Clock to 13:23: G713 =econds since 1969
[root@CHANG ~]# hwvdNock ——test ——debug ——Syst
> grep -E "i=s onl|ke i /
Hardware clock is Dn
Azsuming hardware cloch e

M=y >34 seconds since 1969

Setting Hardware Clock to 20:23
[roct@CHANG ~1# W

=

© David Morgan 2007
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Setting the hardware clock

& Tera Term Web 3.1 - 192.168.3.12 ¥T [ ] [
File Edit Setup Web Control MWindow Help
[root@CHANG ~]# cat setcsadjtime ;!

—B86368 . 028552 962737399 0.000000
39

hwolock ——test ——debug ——Systoh 3
B t i

Azsuming hardwdpe clocu!g

Setting Hardwara\Clock to 13:25:10 D =zecond=s =ince 1969
[root@CHANG ~]1#

[rDDt@CHANG ~1# hw Dck ——test ——dehug ——Syst

> grep —E "is onlks

Hardware clock is on
Assuming hardware clock g
Setting Hardware Clock to 2D 25 N 0 =econd=s =ince 1969

[root@CHANG ~]#

=
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Network time protocol

sets the system time

notthe hardware time
implemented by ntpd

ntpd isbothclient and server

— configuration for particular IPs specifies which roles to

play against them
— in ntpd.conf
runs on port 123 (both ends)

© David Morgan 2007
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Configuring ntpd

extensive options, but you only need a few
finding config documentation
— on ntp project page
http://www.eecis.udel.edu/~mills/ntp/html/ntpd.html
— recently embodied in man (5) pages
ntp.conf, ntp_acc, ntp_auth, ntp_clock, ntp_mi¢g, mon

“server” “restrict”
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Configuring ntpd

Configuring Your Server or Client

...A working configuration file might look like...:

# peer configuration for host whimsy
# (expected to operate at stratum 2)

server rackety.udel.edu
server umdl.umd.edu
server lilben.tn.cornell.edu

driftfile /etc/ntp.drift

...When configured using the server keyword, this dst can receive synchronization from any
of the listed servers, but can never provide syncbnization to them. Unless restricted..., this host
can provide synchronization to dependent clients, ich do not have to be listed in the
configuration file. Associations maintained for thee clients are transitory and result in
no persistent state in the host

http://lwww.eecis.udel.edu/~mills/ntp/html/notes.htm

© David Morgan 2007
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Two main keywords

server address [options ...]

...this command normally mobilizes a persistent @nt mode association
with the specified remote server or local ref@nce clock.... In client mode the
client clock can synchronize to the remote serveor local reference clock,
but the remote server can never be synchronized tthe client clock.

ntp.conf man page

restrict address [mask mask] [flag]]...]

Clients can be denied service because they are agjtly included in
the restrict list created by the restrict command...

...flag always restricts access, i.e., an entry \Wino flags indicates
that free access to the server is to be given..more restrictive flags will often
make less restrictive ones redundant.

ntp_acc man page

© David Morgan 2007,

“restrict 127.0.0.1"

apparent meaning

—127.0.0.1 is to be restricted

actual meaning

— place listed restrictions on 127.0.0.1

— but none are listed

— so means “127.0.0.1 is to be not restricted”

© David Morgan 2007
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Finding time servers

© David Morgan 2007,

Performing initial synchronization

ntp won't update systems with wildly wrong
times

set approximate time before running ntpd
by running ntpd —q
(quits as soon as it first sets time)

then start ntpd for continuous, server
operation

© David Morgan 2007
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Local relay servers for ntp

from: Managing Accurate Date and Time, Avi Alkalay
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/
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Server stratum

stratum 1, primary reference
(gets time from calibrated clock device)

strata 2-255, secondary reference
(gets time via NTP)

© David Morgan 2007
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Windows client

double click

/

-
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ntp
protocol
header
structure

© David Morgan 2007
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ntp protocol message format

© David Morgan 2007,

ntp protocol message format

© David Morgan 2007
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Info

www.ntp.org
extensive documentation by originator

http://www.eecis.udel.edu/~mills/ntp/html/index.html

http://www.linuxsa.org.au/tips/time.html

http://www.linuxhomenetworking.com/wiki/index.
php/Quick_ HOWTO _: Ch24 : The NTP_Server
http://www.tldp.org/HOWTO/TimePrecision-

HOWTO/
RFC 1305
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